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Abstract – Information technology (IT) has been playing a 
powerful role in creating a competitive advantage for 
organisations over the past decades. This role has become 
proportionally greater over time as expectations for IT 
investments to drive business opportunities keep on rising. 
However, this reliance on IT has also raised concerns about 
regulatory compliance, governance and security. IT 
governance (ITG) audit leverages the skills of IS/IT auditors 
to ensure that IT initiatives are in line with the business 
strategies. ITG audit emerged as part of performance audit 
to provide an assessment of the effective implementation of 
ITG. This research attempts to empirically examine the ITG 
audit challenges in the Australian public sector. Based on 
literature research and Delphi research, this paper provides 
insights regarding the impact of, and required effort to 
address these challenges. The authors also present the ten 
major ITG audit challenges facing Australian public sector 
organisations today. 
Keywords – IT governance; IS audit; public sector; COBIT 5; 
Australia 
I. INTRODUCTION 
Information technology (IT) has become an 
indispensable element for success in the contemporary 
business world due to the increase dependency on IT to 
support, sustain, and drive the growth of the business [1]. 
IT is not just critical to the private sector, but has also 
become integral to the public sector in delivering more 
efficient and cost-effective services to the public [2]. 
Evidently, public sector organisations continue to 
operate in a complex environment with high bureaucracy, 
wider accountability, and a lower managerial autonomy 
[3]. Nonetheless, it is of paramount importance that these 
organisations undertake proper governance of the IT 
environment and processes to address the intensifying 
focus on government accountability by taxpayers and the 
Parliament [4]. Thus, calls for a specific focus on effective 
ITG in the public sector [5-7]. 
ITG consists of structures, processes, and relational 
mechanisms working together as one entity to ensure that 
IT and business objectives are aligned [8, 9]. A common 
theme found in literature is that effective ITG helps 
mitigate IT-related risks and gives reasonable assurance 
that the organisation’s IT processes are consistently 
delivering the efficiency gains for which they are designed 
[10]. The cornerstone of ITG is to provide an acceptable 
level of assurance that an organisation’s strategic 
objectives are not jeopardised by IT failures [11]. 
A good, or rather, inevitable approach for measuring 
this acceptable level of assurance includes thorough audit 
and quality assessment. Audit is a discipline born of the 
need to measure [12], it addresses a wide range of 
assurance and consulting services through the utilisation of 
methodologies and frameworks. The scope of audit within 
an organisation may include a review of effectiveness 
and/or efficiency of operations, reliability of financial 
reporting, and compliance with laws and regulations [13]. 
Accordingly, audit activities is often employed to provide 
a credible level of assurance on ITG by systematically and 
carefully examining controls efficiency, identify key risk 
areas, advise about possible IT failures, as well as offer 
suggestions on how to improve current practices [14]. In 
this case, IT/IS auditors are responsible for the assessment 
of the structures, processes, and relational mechanisms 
competency, in what we refer to in this paper as ITG audit. 
This research focuses on providing insight into the 
range of ITG audit challenges currently facing public 
sector organisations and likely future challenges. The 
focus of this practice-oriented research is relatively new 
and less researched in academic literature. Many research 
projects focused on ITG implementation [15-17], 
influencing factors [2, 16, 18] or on frameworks [19-23]. 
However, little research can be found on what challenges 
organisations might encounter, and which ones are more 
important than others. The aim of this research is to 
contribute to a new theory building in the ITG domain 
providing more guidance on ITG audit challenges. 
II. BACKGROUND 
A. Revisiting IT governance 
ITG, at a basic level, is a subset discipline of Corporate 
Governance focused on information technology initiated 
by compliance requirements, such as Sarbanes-Oxley 
(SOX) in the USA, Basel II in Europe, and CLERP 9 in 
Australia [24]. In an attempt to describe ITG, overlapping 
and varying definitions have been established [16]. In this 
paper the definition of ITG is in line with the IT 
Governance Institute’s [25] definition: “IT governance is 
the responsibility of executives and the board of directors, 
and consists of the leadership, organizational structures 
and processes that ensure that the enterprise’s IT sustains 
and extends the organization’s strategies and objectives”. 
ITG is responsible for bridging the gap between IT 
initiatives and business goals [26]. Sound implementation 
of ITG assists organisations in achieving critical success 
factors by deploying IT resources efficiently and 
effectively. It also  helps in confidently addressing critical 
business issues – such as the risk of end-of-life 
technologies – and protect its investment in IT while 
embarking on new business initiatives – such as e-
business– [27]. Melnicoff, Shearer and Goyal [28] take a 
further step to affirm that effective ITG contributes directly 
to high business performance. On the other hand, 
organisations with an ineffective ITG may risk loss from 
decreasing value of IT investments [29] due to project 
failures [30, 31], or the inability to utilise organisational 
resources to achieve IT projects [32]. 
Nevertheless, organisations are not left in the dark as 
several frameworks exist to assist in ITG implementation 
and assessment [5]. COBIT has emerged as the most 
widely accepted ITG framework. Current version 5 of 
COBIT divides IT into five domains (Evaluate, Direct and 
Monitor; Align, Plan and Organise; Build, Acquire and 
Implement; Deliver, Service and Support; and Monitor, 
Evaluate and Assess), which are broken into 37 high level 
processes and 300 detailed IT controls covering aspects of 
IT management and governance [25]. Although, it was 
suggested that a considerable amount of work is needed to 
establish practical methods for organisations to use this 
framework [33]. 
In essence, ITG is focused on two main objectives: the 
delivery of business value from IT and the mitigation of 
IT-related risks. The first objective is driven by the 
strategic alignment between IT and business while the 
second is driven by embedding appropriate accountability 
into the enterprise [8]. ITG can deliver on the long-lasting 
management paradox of generating value from IT while 
ensuring business objectives are attained, yet requires audit 
to ensure that it is adequately implemented.  
B. Public and Private Sector: Definition and Differences 
Establishing a clear definition of what ”public” and 
”private” sectors are has never been an easy task, as 
drawing a line between where one begins and the other 
ends continues to be difficult. The growing similarity of 
role, context and function of the sectors [34], and the 
recent public sector reforms and privatisation initiatives 
[35] are amongst the factors leading to the vague 
distinction. 
Public and private sectors can be defined by the level 
of government or market influence on ownership and 
control as displayed in Figure 1. Public sector entities have 
a specific obligation to provide services to all citizens 
through the utilisation of tax payers’ money [36] while 
maintaining the highest levels of integrity and ethical 
values [37]. The public sector encompasses entities 
dependant on government budgetary allocations for their 
funding such as general government (federal, state, and 
local government) – often referred to as “public service” or 
just “government”– as well as self-funded with a revenue 
flow independent of government budgetary allocations – 
referred to as “semi/quasi government”– [38].  
In contrast, private sector entities and enterprises exist 
without the need of public funding, are not controlled by 
the government, and could be for-profit or non-profit – 
often referred to as non-governmental organisations 
(NGOs), or non-profit organisations (NPOs), or the third 
sector. In this paper, the term “private sector” will be used 
to refer solely to for-profit organisations. In Australia, 
several research studies have been undertaken to focus on 
key differences between public and private sector entities. 
A distinguish characteristic of the public sector seems to 
be the way it falls behind the private sector when it comes 
to IT investment, due to challenging budgetary constraints 
[39]. Crawford and Helm [31] argue that public sector 
entities are under increasing pressure to exhibit 
transparency and accountability in using  taxpayers’ 
money to deliver tangible outcomes. At the same time as 
operating under greater budgetary constraints, higher 
complex regulatory requirements, and struggling to attract 
staff when compared to the private sector.  
 
 
 
Figure 1: Private and Public sectors entities [38] 
 
In consequence of the fundamental differences between 
the public and the private sector, the need to govern these 
entities in a different way is becoming a necessity. 
C. Public Sector ITG 
In Australia, the public sector “has many objectives, 
minister (s) as ‘shareholder(s),’ ministerial appointment 
processes, different types of accountability (for example, 
to Parliament), a more complex legal framework [and] 
serving the whole of government” [40]. Moreover, the 
Australian public sector regularly relies on IT to deliver 
quality and accessible services to the community, such as 
E-Government services [41]. Given the fact that the 
Commonwealth Government of Australia spends around 
$3.5 billion annually on IT [41], the effective governance 
of IT becomes crucial to public sector organisations for 
achieving the full optimisation of IT investments [2]. 
Research by Sohal and Fitzpatrick [42] was identified 
to be the earliest ITG research to focus on Australian 
organisations. Their conclusion coincides with Vaswani’s 
[43], which linked positive level of ITG effectiveness to 
the increased success of the organisation. 
While many literature have examined ITG in the 
private sector [5, 44], only little research has been 
undertaken to within public sector organisations [2, 45] 
despite the recognition of the value of effective ITG to the 
success of these organisations [46]. Liu and Ridley [47] 
argue that ITG in the public sector is more complex to that 
in the private sector. They attribute this to differences in 
environmental factors, organisation-environment 
transactions, and internal structures and processes [48]. 
Consequently, it is more important to establish control 
over IT in the public sector than in the private sector 
[49].Be it in the Australian public or private sector, getting 
decision-makers to recognise the value of aligning IT 
initiatives and business objectives has been a common 
challenge. However, a ”one size fits all” approach for ITG 
is not practical due to profound differences between the 
two sectors and a common mistake in future research 
would certainly be the failure of addressing these 
differences [50]. 
D. IT Governance and Audit: basic principles 
 In simple terms, IS/IT audit is ”the process of 
collecting and evaluating evidence to determine whether a 
computer system safeguards assets, maintains data 
integrity, allows organizational goals to be achieved 
effectively, and uses resources efficiently” [51]. The 
traditional perceptions of the audit function as being a 
corporate watchdog have changed dramatically over the 
years to be perceived as a tool for monitoring compliance 
[52];  to operate in a complex environment due to the 
extensive utilising of IT; and to present an advisory 
function, “right hand” that provides management with 
assurance that the controls governing IT are adequate. 
Two types of audit are identified by Malan [53] in the 
public sector: financial-related audits and performance 
audits. The financial related audits often extend beyond the 
normal attestation function of audit to assess public funds 
utilisation [54]. On the other hand, performance audits – 
often referred to as value-for-money audits – provide an 
independent assessment of the efficient and effective use 
of public resources to improve public accountability and 
facilitate decision-making [55]. Therefore, it is imperative 
to consider ITG audit as part of performance audit. 
In today’s business environment, financial reporting 
has become increasingly dependent on IT [56] to ensure 
the accuracy, timeliness, and integrity of information [57]. 
This in turn, demonstrates clearly the significance of 
having effective IT controls in financial reporting. 
Consequently, IS/IT audit has become an integral part of 
the audit function for the role it plays in supporting the 
auditor’s judgment on the quality and integrity of the 
information [58]. 
As indicated by Van Grembergen [59], ITG does not 
exist at a single level, it is rather situated at multiple layers 
in the organisation, namely the strategic, management, and 
operational level. This signifies that audit could be used at 
each level to assess ITG components (processes, 
structures, or mechanisms) [60]. At the first level, the 
board of directors can leverage audit processes to reduce 
risks associated with IT investment. At the management 
level, C-suite officers could use audit to ensure that IT 
projects implementation are controlled properly, as well as 
ensuring that IT budgets and plans are consistent with 
business initiatives. At the operational level, IT and 
business managers can rely heavily on audit to ensure the 
adequacy of controls, and the proper processing and 
operation of day-to-day business and IT functions. 
After closely examining ITG definitions and building 
an understanding of the audit function in an organisation, 
the important role of IS/IT auditors within ITG becomes 
seamlessly apparent. This new role would provide great 
development opportunities to IS/IT auditors [61], and is 
intended to result in better value delivery to organisations 
[58]. The majority of the IS audit community also agree 
that auditors should have a major role to play in ITG to 
ensure that IT initiatives are in line with the business 
strategies and directions, and to provide senior 
management with an independent assessment of the effect 
of IT decisions on the business as early as possible [62]. 
Ultimately, success with measuring the value from IT 
as a result of ITG will come only when all stakeholders (IT 
and business executives) work together with a common 
understanding through engaging IS/IT auditors in ITG 
initiatives [63]. 
E. Research Aim and Scope 
The aim of this research is to provide insight into the 
range of IT governance audit challenges currently facing 
Queensland public sector organisations and likely future 
challenges.  As an extension the work seeks to identify 
opinion on appropriate solutions to these challenges. The 
Queensland Public sector was chosen as our research 
participant because its organisational structure and public 
sector objectives are not substantially different to other 
jurisdictions within Australia.   Further, it is likely that 
their public sector objects will substantially correspond to 
other public sector jurisdictions globally other than 
different cultural aspects may have an influence.  Cultural 
influences though highly important are outside the scope 
of this research. To address this goal, this research is built 
around these key questions: 
1. What are the significant challenges and why they 
are important? 
2. What consequences are likely if these challenges 
are not suitably addressed? 
3. What is the scope of the resource requirements 
needed to address the challenges? 
4. What are the perceived top ten IT governance 
audit challenges in the Queensland public sector? 
The achievement of this aim is likely to offer a range of 
benefits to both the auditor and the audited organisation. 
Prioritising those challenges as most important provides 
public sector organisations an opportunity to focus on 
critical concerns and identifies common challenges across 
the sector. Additionally, ITG audit challenges tailored for a 
specific sector are likely to be better accepted and more 
relevant. Lastly, public sector organisations will be able to 
identify ITG audit challenges quick-wins. 
Cook and Campbell [64] state that choosing different 
types of validity requires a delicate balancing act. They 
argue that the first validity preference for investigators 
with theoretical inserts and many applied researchers is the 
internal validity. In this paper, the focus will be on internal 
validity as this research is categorised as applied research. 
Therefore, the research scope will be narrowed down on 
multiple aspects in order to maintain a sufficient level of 
internal validity. 
In the first instance, the focus of this research is 
restricted to the public sector to control the contingencies 
resulting from differences in sectors. The scope was also 
reduced in geographic terms and took into account the size 
of organisations within the public sector. To avoid cultural 
differences between regions worldwide and contingencies 
related to the size of the organisations, it was decided to 
only focus on Queensland public sector organisations with 
headcounts ranging from 100 to more than 1000 
employees. The final scope reduction focuses on the 
different types of audit. Financial related audit will be 
discarded as this research focuses only on ITG audit as 
part of performance audit. 
III. RESEARCH METHODOLOGY 
This research has an exploratory focus rather than 
seeking a hypothesis testing approach as research in this 
domain is in its early stages in Australia and there has been 
little research material developed. Exploratory research 
often builds on secondary research, “such as reviewing 
available literature and/or data, or qualitative approaches 
such as informal discussions with consumers, employees, 
management or competitors, and more formal approaches 
through in-depth interviews, focus groups, projective 
methods, case studies or pilot studies.” [65].  
The combination of such methods constitutes a 
triangulation of data collection sources in order to gain a 
complete understanding of audit challenges in ITG. Using 
multiple means for data collection such as a critical review 
of literature, informal small group discussions, and Delphi 
surveys provide rigour and ensure access to a range of 
useful data. 
A. Literature Research and Informal Discussions 
Literature research provides a firm foundation for the 
advancement of knowledge and also builds an 
understanding of the current state of the academic 
discussion of the phenomenon [66]. The first step in our 
research was to explore the research domain of ITG/audit 
through a detailed literature research, which included 
papers and research reports of both academic and 
professional journals. The focus was on identifying an 
initial list of challenges and issues that organisations 
encounter when conducting ITG audit. In order to be able 
to capture as broad spectrum as possible of challenges, the 
research was not scoped down to only the public sector at 
this stage. To complement the initial list of ITG audit 
challenges, informal discussions took place at the ISACA 
professional development sessions [67], which involved 
IS/IT audit and ITG experts. Informal discussions were 
instrumental in obtaining feedback on the initial list with 
regards to its relevant to the Queensland public sector. 
B. Delphi Research 
After the first exploration, the Delphi research 
methodology was considered an appropriate research 
design for this type of exploratory research as it lends itself 
well to the creation of understanding and theory building 
on complex issues [68]. To ensure the quality and accuracy 
of data, special attention was given to selecting qualified 
panel experts. It is forecasted that 10 to 15 participants 
may be adequate for a focused Delphi [69]. Based on these 
considerations, an expert panel was assembled of 28 IT/IS 
auditors, senior IT and business professionals who are all 
experienced in Queensland public sector organisations. 
From the initial group, 24 experts continued to be in the 
second round (14 percent drop off rate), 20 experts 
continued to be the third round (28.5 percent drop off rate) 
and 16 experts were involved in the full research effort 
(total 42.8 percent drop off rate). 
Using the Delphi method, the experts were required to 
complete an email survey consisting of a three-round 
questionnaire instrument. Similar to the recent Delphi 
research work of De Haes and Van Grembergen [60], we 
began the Delphi research with a preceded initial list of 
ITG audit challenges and issues. This list was constructed 
based on literature research, prior survey studies, and 
informal discussions as discussed earlier. In the first 
Delphi round, the respondents were only asked to validate 
the predefined list of ITG audit challenges for its 
suitability to the public sector, giving them the opportunity 
to add, change, or delete some of the challenges. Further, 
space was provided at the end of the questionnaire to 
capture any additional comments or feedback. In the 
second round, the respondents were asked to rate on a 5-
point scale, for each of the revised ITG audit challenges, 
the “perceived impact” (0 = no impact, 5 = high impact) 
and the “perceived effort to address” (0 = no effort, 5 = 
high effort). Then, they were asked to take the previous 
attributes of impact, effort to address, and personal 
experience into account in order to provide their 
perception of the top-10 ITG audit challenges. 
In the third and final round, the panellists were asked to 
re-evaluate their round two ratings, taking the group 
averages into consideration. The goal of this round was 
primarily to come to a greater consensus in the group. At 
the end of this round, the degree of consensus between the 
experts was measured leveraging Kendall’s W coefficient 
scale, specifically for the question on the top-10 ITG audit 
challenges. The level of consensus reached in this research 
was 0.49, which is considered moderate and provides a fair 
degree of confidence in the results [70]. Based on this 
result and the fact that the top-10 challenges only slightly 
differed between the rounds, it was decided that no more 
iterations is required.  
In this type of research, the issue of “inadequate 
preoperational explication of constructs threat” presented 
itself as an obstacle, which in simple terms indicates that 
different people often have different understandings of the 
same concept [64]. A good example is the use of the 
following terms “IT audit”, “IS audit”, “IT governance 
audit”, and “audit” in general. Although they are clearly 
distinguished in literature, many organisations and 
practitioners are using these terminologies interchangeably 
or refer to one of the other terminologies. To solve this, a 
short and clear definition was provided (based on 
literature) in the questionnaire. The questionnaire was also 
pilot-tested on five experts (practitioners and academics) 
for ambiguities and vagueness prior to administering to 
panel members. 
IV. RESULTS AND INTERPRETATIONS 
A. Literature Research and Informal Discussions  
Different challenges and issues where identified based 
on literature research and informal discussions. The need 
to group the challenges into logical categories emerged as 
an important aspect of the research. Consequently, three 
categories were created, namely, Internal Audit, External 
Audit, and Organisational. Each category contains 
challenges that attributes to the category’s label (e.g., 
challenges in the internal audit category represent 
challenges associated with internal audit, etc.). Based on 
the findings of the literature research and informal 
discussions, an initial list of ITG audit challenges was 
composed, as shown in Table 1.  
B. Delphi Research 
The Delphi research was conducted in a three round 
survey as discussed in previous sections. The results of 
these survey rounds are discussed following. 
 
a) Delphi Round 1 - Validating the Initial List of 
ITG Audit Challenges 
Respondents in this round were asked to validate this 
general list of challenges to make it more oriented toward 
the public sector. The qualitative feedback included 
suggestions for new challenges and amending existing 
challenges to suite the public sector, etc. All received data 
was structured and analysed resulting in an extended list of 
challenges, as illustrated in Table 2. Based on this round, 
an updated list of challenges was used as basis to start up 
rounds 2 and 3. 
 
Table 1: Initial list of ITG audit challenges 
 
 Name Cross-
reference 
from 
literature 
In
te
rn
al
 A
ud
it 
 
Lack of necessary skills and competencies to 
undertake effective ITG audits. [71, 72] 
Audit team’s inadequate evaluation and testing of 
the effectiveness of ITG controls. [71, 73] 
Lack of developed methodologies and tools to 
keep pace with changes occurring in the auditing 
field. 
[72-74] 
Lack of or inconsistent rules to determine what 
aspects of audit best fit the relevant organisation. [72, 73] 
Poor training arrangements for public sector 
auditors. [72, 75] 
Failure of an audit team to appropriately apply 
required substantive auditing procedures and 
planning processes. 
[71, 73] 
Ex
te
rn
al
 A
ud
it 
Inconsistent execution of audit methodology 
across public sector organisations. [74] 
Limited knowledge within the audit team of 
emerging risk exposures related specifically to 
the audited organisation. 
[73, 76, 
77] 
Audited public sector organisation lack of 
necessary skills or some reticence to co-operate. [72, 74] 
Pressure to prematurely sign-off on audit reports 
whilst not following specific legislative 
requirements. 
[73, 74] 
Weak auditee and auditor relationship in the 
public sector. [72, 74] 
Expectation gap between public sector 
perceptions of audit and actual audit practices. [71-73] 
O
rg
an
isa
tio
na
l 
Difficulty to recruit and retain experienced ITG 
auditors in the public sector. [72, 75] 
Tendency to focus on mere compliance with 
legislation rather than quality. [71, 78] 
Lack of executive support for extensive ITG 
audit programs. [72, 74] 
Reduced influence of audit committees and ill-
established internal audit units. [72, 79] 
Loss of continuity (audit cycle) due to mandatory 
audit rotation. [77] 
 
b) Delphi Round 2 and 3 - Evaluating ITG Audit 
Challenges 
As depicted in Figure A-1 and A-2, the research 
demonstrated that, according to the panel of experts, some 
of the identified challenges have higher impact or require 
more effort to address compared to others. The five ITG 
audit challenges being perceived as to have the highest 
impact on the public sector are: 
1. Lack of executive management IT governance 
ownership and accountability. 
2. Insufficient skills and competencies to undertake 
effective IT governance audit. 
3. Tendency to focus on mere compliance with 
legislation rather than quality. 
4. Difficulty to recruit and retain experienced IT 
governance auditors. 
5. Organisational changes impacting roles, 
responsibilities and stability of the IT governance 
model. 
The dominance of organisational challenges is clear as 
they occupy four out of the top five ranks for impact and 
required effort. This falls in line with previous research 
that highlighted the lack of board-level understanding and 
support when it comes to ITG [1, 80, 81]. This also 
emphasises the effect of organisational changes and 
various committees on ITG [82-84], and stresses the 
importance of auditors experience to the success of the 
ITG audit program [73, 74]. 
Since numerous ITG definitions pinpoint the prime 
responsibility of the board of directors in ITG [8, 85], it is 
no surprise that these results reveal that challenges relating 
to the board of directors are amongst the top ranked 
challenges for impact on ITG audit, which is confirmed by 
also being ranked relatively high on the required effort. 
This can be attributed to the fact that making the board of 
directors more knowledgeable about ITG and associated 
audit activities is not easy to achieve [10]. Potentially, the 
results of this research raise questions on how public sector 
organisations can increase the board’s involvement in 
practice. 
As detailed in Figure A-1 and A-2, it is identified that 
“quick wins” are a general priority. A “quick win” audit 
challenge is considerably high in impact and generally 
requires minimal effort that can be implemented in a short 
period of time, or requires reduced resources in a timely 
manner and cost effective. The main quick wins are 
“insufficient skills and competencies to undertake effective 
ITG audits,” “inadequate evaluation and testing of the 
effectiveness of IT governance,” and “failure of an audit 
team to appropriately apply required substantive auditing 
procedures.” Looking closely at the previous challenges 
shows that they all belong to the internal audit category, 
and focus on the audit team involvement in ITG audit. On 
the positive side, respondents considered these challenges 
to be easy to address. They propose training, and building 
an understanding of the activities and risks of the 
organisation being audited as the main solution. This result 
is also supported by earlier research which identified the 
crucial need for auditors training [86], and continuous 
knowledge development as technology and standards 
change [87] to build the essential expertise in order to 
carry out high quality audit programs [73, 88]. 
An understanding of the audited organisation business, 
IT strategy, and the ITG structures should be obtained by 
the auditor prior to conducting an audit [89]. In the past, 
IS/IT auditors often focused on mere compliance and have 
repeatedly utilised long lists of weaknesses instead of 
providing positive assurance to the organisation [90]. This 
is changing due to ITG initiatives driving the 
implementation of effective management structures and 
controls. Thus, creating opportunities for IS/IT auditors to 
become providers of assurance to management [91]. The 
expert knowledge of IT risks and controls places IS/IT 
auditors in high demand and short supply market. 
However, auditors need to be business-savvy and capable 
of engaging with top management to be successful [92]. 
 
 
Table 2: Validated list of ITG Audit Challenges 
 
 Index Name 
In
te
rn
al
 A
ud
it 
 
N1 Insufficient skills and competencies to undertake 
effective ITG audits. 
N2 Inadequate evaluation and testing of the effectiveness 
of ITG controls with the purpose of providing a 
"value-added" service to the organisation by the audit 
team. 
N3 Lack of developed methodologies and tools to keep 
pace with changes occurring in the auditing and 
technology field. 
N4 Lack of or Inadequate understanding of the business 
context to determine what aspects of audit best fit the 
relevant organisation. 
N5 Poor training arrangements for public sector auditors. 
N6 Failure of an audit team to appropriately apply 
required substantive auditing procedures, planning 
processes and reporting findings to the appropriate 
level. 
N7 Poor scope management due to cross-agency service 
models resulting in imbalanced or incomplete 
perspective. 
N8 Subsequent lack of objectivity in the conduct of audit 
due to familiarity with internal staff or fear of 
exposure of management weaknesses. 
N9 Lack of specific legislative or mandatory framework 
to ensure a consistent audit approach. 
N10 Inadequate appreciation of risk management in the 
application of controls or in considering ITG control 
weakness. 
Ex
te
rn
al
 A
ud
it 
E1 Inconsistent execution of audit methodology across 
public sector organisations. 
E2 Limited knowledge within the audit team of emerging 
risk exposures related specifically to the audited 
organisation. 
E3 Audited public sector organisation lack of necessary 
skills or displaying reticence to co-operate. 
E4 Pressure to prematurely sign-off on audit reports 
whilst not following specific legislative requirements. 
E5 Weak auditee and auditor relationship in the public 
sector. 
E6 Expectation gap between public sector perceptions of 
audit and actual audit practices. 
E7 Insufficient evidence of ITG implementation 
(methodology, practices and processes). 
E8 ITG assessment could be subjective or bias towards 
"more positive" findings. 
E9 Discovery may be slow or nonexistent if information 
is masked, inconsistent, unusable or made unavailable 
by the audited organisation. 
E10 Repetition of audit activity in place of identification of 
systemic control failures. 
O
rg
an
isa
tio
na
l 
O1 Difficulty to recruit and retain experienced ITG 
auditors in the public sector. 
O2 Tendency to focus on mere compliance with 
legislation rather than quality. 
O3 Lack of executive support for, resource allocation to 
and understanding of extensive ITG audit programs. 
O4 Reduced influence of audit committees and ill-
established internal audit units. 
O5 Loss of continuity (audit cycle) due to mandatory 
audit rotation. 
O6 Perceived low value of ITG audits in comparison to 
other IT audits. 
O7 Lack of executive management ITG ownership and 
accountability for when audit commitments are not 
fulfilled. 
O8 Lack of communication between business units 
responding separately to audit recommendations 
leading to gaps &duplication in compliance activities. 
O9 Public administration tendency to deny/conceal 
systemic ITG problems which prevents identification 
and remediation. 
O10 Organisational changes impacting roles, 
responsibilities and stability of the ITG model, both 
internally and externally driven. 
 
If averages are calculated for impact and effort to 
address for all the internal, external and organisational 
challenges (see Figure 2), it appears that organisational and 
internal audit challenges are in general perceived as having 
a higher impact on the public sector than external audit 
challenges. However, it appears that internal and external 
audit challenges are perceived as being easier to address 
compared to organisational audit challenges. Although in 
many cases internal and organisational challenges are 
closely related. A good example here is the “lack of 
executive support for, resource allocation to and 
understanding of extensive ITG audit”, which is a crucial 
element to address the “insufficient skills and 
competencies” challenge through the provision of training, 
but the latter is perceived as easier to address compared to 
the former challenge. 
 
 
 
Figure 2: Average Perceived Impact and Effort to Address ITG Internal, 
External and Organisational Audit Challenges 
 
Figure 2 also shows that external audit challenges are 
perceived as requiring less effort to address compared to 
organisational audit challenges, probably because some of 
the implemented solutions in the public sector for 
organisational audit challenges are considered ineffective, 
e.g. ineffective audit committees [93]. In contrast to the 
applied solutions for external audit challenges which are 
perceived to have a more useful result, e.g. communication 
and coordination between IT executive/senior management 
and external audit [4, 94]. 
Another outcome of the Delphi research is the ranking 
list of ITG audit challenges, specifically for the 
Queensland public sector. The respondents were asked to 
build up this ranking list in terms of top-10 challenges, 
taking the attributes of perceived impact and effort to 
address into account, together with their professional 
experience. Table 3 shows the final top 10 resulting from 
this ranking exercise, including the mean and total ranking 
score. 
Figure A-3 brings it all together, plotting the previous 
results on two axes. The vertical axe measures the 
“perceived effort to address” while the horizontal axe 
addresses the “perceived impact.” The challenges in the 
grey shape are the ones identified as being the top-10 ITG 
audit challenges for the Queensland public sector. 
The majority of the challenges have high impact and 
are difficult to implement, apart from “limited knowledge 
within the audit team of emerging risk exposures related 
specifically to the audited organisation” and “Repetition of 
audit activity in place of identification of systemic control 
failures”. Those two external audit challenges were rated 
low on impact and effort to address, yet appeared in the 
top-10 list. A possible explanation is that, just as in 
literature, there is a growing focus on risk-based audit 
approach and recognising differences in the nature of 
business instead of the traditional one-size-fit-all controls 
testing (compliance) approach [77, 95]. In addition, the 
scope of audit has expanded to include the evaluation of 
the effectiveness of governance processes [96]. To that 
end, auditors are increasingly finding it necessary to 
understand the unique risks associated with each different 
organisation being audited [97, 98]. 
 
Table 3: Top ten ITG Audit Challenges 
 
Index Name Mean Total 
ranking 
score 
Total 
rank 
E2 
Limited knowledge of 
emerging risk exposures related 
specifically to the audited 
organisation. 
2.0 32 1 
N1 
Insufficient skills and 
competencies to undertake 
effective ITG audits. 
2.1 33 2 
O7 
Lack of executive management 
IT governance ownership and 
accountability. 
2.6 42 3 
O2 
Tendency to focus on mere 
compliance with legislation 
rather than quality. 
2.9 47 4 
N2 
Inadequate evaluation and 
testing of the effectiveness of 
ITG controls. 
3.0 48 5 
O1 
Difficulty to recruit and retain 
experienced IT governance 
auditors in the public sector. 
3.4 54 6 
E10 
Repetition of audit activity in 
place of identification of 
systemic control failures. 
3.6 58 7 
E3 
Audited organisation lack of 
necessary skills or displaying 
reticence to co-operate. 
3.8 60 8 
N10 
Inadequate appreciation of risk 
management in the application 
of controls or in considering IT 
governance control weakness. 
3.9 62 9 
N3 
Lack of developed 
methodologies and tools to 
keep pace with changes 
occurring in the auditing and 
technology field. 
4.4 70 10 
 
An expected challenge to score high on both impact 
and effort to address is the “lack of developed 
methodologies …” as the need for methodologies and 
frameworks that enable executives to govern and manage 
the enterprise’s use of IT in an effective and efficient 
manner has been identified since the early days of ITG. 
Many methodologies and frameworks have been 
developed in recent years to assist and evaluate the 
implementation of ITG. From an auditor’s perspective, 
COBIT has a strong emphasis on monitoring and enables 
the assessment of existing ITG processes and structures 
[20, 59, 99, 100]. However, one of COBIT’s disadvantages 
is that practitioners need a lot of knowledge of the 
framework to be able to conduct successful ITG 
performance assessments [101, 102]. Perhaps the previous 
proposed solution for auditors training should focus on this 
identified gap of specific ITG frameworks training. 
V. CONCLUSION AND FURTHER RESEARCH 
This paper addresses the four key questions identified 
in the Research Aim and Scope section. The conclusions 
are organised according to these research questions. 
Regarding the first research question, this practice-
oriented research reveals that Queensland public sector 
organisations are facing a wide range of internal, external 
and, organisational challenges in auditing ITG. The 
research identifies a list of 30 ITG audit challenges at level 
of executive/senior business and IT management. The 
results demonstrate that some of the identified challenges 
are regarded as having higher impact and/or easier to 
address than others. Examples of challenges that are 
perceived to have a high impact are insufficient skills and 
competencies, and inadequate evaluation and testing of the 
effectiveness of ITG controls. Other challenges are 
perceived as to have a fairly high impact but not easy to 
address. A good example is the lack of developed 
methodologies. Finally, some challenges are perceived as 
not having a high impact nor easy to address in the context 
of ITG audit, such as slow or nonexistent discovery if 
information is masked, inconsistent, or made unavailable 
by the audited organisation. These challenges are less 
likely to come across in the conducting of ITG audit. 
It should be noted that this list is not exhaustive and the 
challenges at operational level are not addressed in this 
research. The research captured senior audit and IT 
managers’ perception on the impact of the challenges on 
public sector organisations, yet did not seek a justification 
for their opinion. Perhaps this could be explored in a future 
research project. 
The research measured the perceived effort to address 
the identified ITG audit challenges to answer the second 
and third research questions; however, it is out of the scope 
of this research to examine the consequences of not 
suitably addressing the challenges, or the scope of the 
resource requirements needed. Although, the authors 
acknowledge the importance of these aspects, yet they opt 
to address them in future publication. 
This paper also brought up a list of top ten ITG audit 
challenges, specifically for the Queensland public sector in 
an effort to answer the fourth research question. This 
suggests that, in performing ITG audit within a public 
sector organisation, these challenges may play an 
important role in preventing a successful outcome 
(inhibiting factors). Of course, they should be 
supplemented with other challenges as required by the 
specific environment of the organisation, to create a 
specific set or subset of ITG audit challenges. 
While this research is focused on the Queensland 
public sector, it can be expected that many conclusions 
might apply to other jurisdictions within Australia as well. 
Further research, focusing on other jurisdictions could 
support that assumption. Such research could also address 
the impact of other contingencies. It might for example be 
that organisations operating in Europe have very different 
views on what ITG audit challenges exist if compared to 
organisations operating in Australia. 
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Figure A-1: Perceived Impact of ITG audit challenges 
 
 
 
Figure A-2: Perceived Effort to Address ITG audit challenges 
  
Figure A-3: Impact, Effort to Address and Top Ten IT Governance Audit Challenges 
